Cybersecurity 2023 — 2024
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Data Volume Growth Continues @ Rapid Clip...
% Structured / Tagged (~10%) Rising Fast...

Information Created Worldwide =
Expected to Continue Accelerating w 2025E:
»163 ZB, 36%
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2020:
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Before COVID-19

DIGITAL TRANSFORMATION
IS YEARS AWAY. I DON'T
SEE OUR COMPANY
HAVING TO CHANGE
ANY TIME SOON.

® marketoonist.com

After COVID-19

"We've seen two years worth of digital
transformation in two maonths. From remote
teamwork and learning, to sales and customer
service, to critical cloud infrastructure and
security - we are working alongside customers
every day to help them adapt and stay open for
business in a world of remote everything.”

Satya Nadella
Microsoft CEQ



Cybersecurity in Numbers
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Cybersecurity in Numbers

The world will need to cyber of data by 2025.

The world will need to secure In 2025.
Businesses suffer

The average cost of a data breach to SME can range from to

Zero trust security policies saved
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Sept 2023 Cyber Attacks

WE ARE CURRENTLY
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Hospitality and entertainment giant MGM Resorts said costs from last month’s LSk eATiENCE:

debilitating ransomware infection have exceeded $110 million, including $10 million

in one-time consulting clean-up fees.



MGM Attack Flow (September 2023)

Choose targeted victims — those

Gather intelligence
about MGM and

its employees T

likely to have high privilege in

Okta’s systems — through LinkedIn
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Perform vishing (voice phishing) attack:

« Contact the MGM's IT Desk

O * Impersonate a privileged victim

+ Get IT to reset the MFA of the victim user
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Encrypt 100 ESXi

servers and disrupt
all the VMs and
services that run on

/ top of them

v

Domain admins on the
domain controllers \

Compromise Okta super \

administrator and then
more admins

v

vy vy

R Admins on the
Okta syncing server
@ Global administrator / @ Exfiltrate sensitive

in Azure data from the network



Other Recent Cyber Attacks abroad & in Greece
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Impacts of Cyber Attacks

2. Disruption of Services

4. Reputational Damage

6. National Security Concerns

8. Loss of Business Opportunities

10.Healthcare Disruptions

11. International Tensions

13. Loss of Trust in Digital Systems
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How to create a robust cyber security strategy

1 2 3

Understand the Identify your Implement security
threat landscape critical assets measures

4 o 6

Train your Test your security Work with a Managed
employees measures Service Provider




What do we
need to
protect our
world ?

“Do you have any references besides Batman?”






Theoretical skills @Cybersecurity

Ban be acquired through , ,
, and
il |
4 BRB/A

2. Threat Intelligence LIFELONG LEARNING

4. Governance, Risk Assessment and Management

6. Communication and Collaboration @¢c



Technical Skills @Cybersecurity

2. Operating Systems Security

4. Vulnerability Assessment and Penetration Testing

6. Secure Software Development

8. Cloud Security 10. Cryptography
» 12. Blockchain Security

14. Artificial Intelligence (Al)



Job roles in cybersecurity

Security Analyst

Security Architect

Security Consultant

Digital Forensics Analyst

Malware Analyst/Reverse Engineer
Information Security Manager

Network Security Administrator

Cybersecurity Risk Analyst

Identity and Access Management (IAM) Specialist

SENIOR MANAGEMENT

MID LEVEL




Cybersecurity Skills Gap
It refers to the problem that Europe and the rest of the world is lacking people with

The problem revolves around 2 equally important and troubling issues:

2022 Global Cybersecurity Workforce Gap

3,432,476

In 2023, a
is estimated.

This number seems to be increasing every NORTH LaTam EmEA APAC

year 436,080 515,879 317,050 2,163,468

+59.3% +52.4%




Cybersecurity Skills Gap

* |t exists because of several factors including but not limited to the following:

 The problem has worsened instead of getting better even though several bodies have
published possible ways to mitigate the matter.



Cybersecurity Skills Gap

Reports published in 2022:

60% of organizations experienced difficulties

* 63% has ) cybersecurity positions.

* 55% reported that of cybersecurity applicants are well qualified

* 43% expects every year.

e 42% reported that their cybersecurity 39% that its
somewhat and 15% that its

* 43% of organizations that have , reported that the biggest

causes for their shortage is that ,



feelings of

Cybersecurity Skills Gap

* There is also a difficulty of

report

RANK

EUROPEAN COUNTRY

SWITZERLAND
GERMANY
NORWAY
IRELAND
BELGIUM
LUXEMBOURG
FRANCE
AUSTRIA
NETHERLANDS
UNITED KINGDOM
SLOVAKIA
SWEDEN
CZECH REPUBLIC
ITALY

SPAIN
PORTUGAL
RUSSIA
ROMANIA
HUNGARY
POLAND
TURKEY
GREECE

€ 65,012
€ 59,139

€ 56,932
€ 56,400
€ 55,572
€ 51,939

€ 48,000
€ 45,586
€ 44,982
€ 35,136

€ 34,800
€ 34,524
€ 31,999
€ 28,839
€ 24179

€ 23,934
€ 23,382
€ 20,472
€ 15,765

€ 12,468
€ 11,355




Solving the Cybersecurity Skills Gap Problem

The cybersecurity skills gap is a complex and hard problem to solve and as such,
addressing it requires a multi-faceted approach.

Below are some steps that should be followed by both the public and private
sector in order to at least mitigate the problem:




The Use of Artificial Intelligence in Cybersecurity

Al and Machine Learning can help to keep abreast with cybercriminals, automate threat detection,
and respond more effectively than conventional software-driven or manual techniques.

> Three out of four executives say that Al allows an
organization to respond faster to breaches.

» 69% of organizations think Al is necessary to
respond to cyberattacks.

» Three in five firms say that using Al improves the
accuracy and




The benefits of automating
Al in cybersecurity:

TR
Lo
X =

Ongoing learning Discovering unknown Vast data volumes
threats

Improved vulnerability Enhanced overall Better detection
management security posture and response




Adversarial Artificial Intelligence

Poison _ Poisoning
5 - Training I "
etection Data Evaluation

Adversarial Infe rence
Evaluation
Training

Evasion -

Detection

Output Extracti_on
Evaluation

Machine Learning

Model _
Evasion

Evaluation




We have joined forces to address this

Cybersecurity skills gap for Greece in
guantity and quality
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A few words about us ...

University of Piraeus, Greece
School of Information and Communication Technologies

Department of Digital Systems

System Security Laboratory founded in 2008

Research, Development & Education
- systems security, network security
- computer security, forensics
- risk analysis & management

MSc course on “Digital Systems Security” since 2009
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http://www.ds.unipi.gr/
http://ssl.ds.unipi.gr/
http://temsec.ds.unipi.gr/en/category/digital-systems-security/

Before R&D !
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What we do for
education

Undergraduate studies ....

Security Policies and Security Management
Information Systems Security
Network Security

Cryptography

Mobile, wireless network security
Privacy enhancing technologies

Bachelor Thesis

Internet Privacy "'r O BE: _
Soon



Areas of Expertise

Cyber Security Training
Security analytics, Al security, Adversarial Al

Cyber Insurance

Smart Grid and loT security
Identity Access Management — IAM
Trust Management

Mobile — Wireless networks

Network security
Computer Security & Privacy

Security evaluations, penetration testing & risk analysis — management

30



R&D in numbers

Participate in 15 R&D projects
3 National (Greek) Project
12 European Projects
We act as Coordinators in 4 Projects
3 Marie Curie Projects

In 11 the Systems Security Lab is a
project partner

While for 4 projects, SSL collaborates
with other Labs of University of Piraeus

31



Academic Emalil

SSL E-malls

When you enroll in the Master of Science program, you'll receive an academic
email address with the extension @ssl-unipi.gr. We will share these email
account details with you through the personal email address you provided during

enrollment

Use these email addresses when signing up for our platforms.
You will receive notifications and announcements related to the classes

through these emails.
Benefit of unlimited Google Drive storage space.
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HANK YOU

(N THIS CORNER Wt HAVE 4
FIREWALLS, ENCRYPTION,
ANTIVIRUS SO0FTWARE ,ETC.
AND N THIS CﬂRNER

We HAvE DAVE//
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