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Before COVID-19 After COVID-19



Cybersecurity in Numbers 

• 15% annual increase of costs related to cyber crime 

• It will reach $10.5 trillion a year in 2025

• 57% of companies have a cybersecurity skills shortage.

• 68% of business leaders feel their cybersecurity risks are increasing.

• 62% of American data breaches lead to C-level executives 'resignation or termination

• 90% of the human population, aged 6 years and older, will be online by 2030.
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Cybersecurity in Numbers 
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▪ The world will need to cyber protect 200 Zettabytes of data by 2025.

▪ The world will need to secure 338 Billion lines of new software code in 2025.

▪ Businesses suffer ransomware attacks every 40 seconds.

▪ The average cost of a data breach to SME can range from $120,000 to $1.24 million.

▪ Zero trust security policies saved $1.76 million per breach

▪ 71.1 million people fall victim to cyber crimes yearly.

▪ Individuals lose $318 billion to cybercrime.



Sept 2023 Cyber Attacks 



The top 5 cyber crimes in 2021 were

8Investing in Secure Maritime Operations, September 14th – 5th 2023, Aegean Neorion
Innovation Center

• Extortion

• Identity theft

• Personal data breach

• Non-payment

• Phishing attacks



Other Recent Cyber Attacks abroad & in Greece  



Impacts of Cyber Attacks 

1. Financial Losses

2. Disruption of Services

3. Data Breaches

4. Reputational Damage

5. Intellectual Property Theft

6. National Security Concerns

7. Privacy Violations

8. Loss of Business Opportunities

9. Psychological Impact

10.Healthcare Disruptions

11. International Tensions 

12. Compliance and Legal Issues 

13. Loss of Trust in Digital Systems



How to create a robust cyber security strategy 



What do we 
need to 

protect our 
world ? 



Steve Purser 
ENISA Head of Core Operations Department 

• Europe is lacking people with strong cybersecurity skills 

• Not only do we not have enough people with 
experience in implementing security in the real world, 

• We also do not have enough people with an adequate 
knowledge of security techniques. 

• That is why we encourage young people to pursue a 
career in cybersecurity.”



Theoretical skills @Cybersecurity

1. Information / Data  Security and Privacy 

2. Threat Intelligence

3. Social Engineering

4. Governance, Risk Assessment and Management

5. Compliance and Legal

6. Communication and Collaboration

7. Problem-Solving/Analytical Skills/Critical Thinking

Βan be acquired through formal education, industry certifications, hands-on 
experience, and participation in cybersecurity communities



Technical Skills @Cybersecurity

1. Network Security

2. Operating Systems Security

3. Programming 

4. Vulnerability Assessment and Penetration Testing

5. Incident Response and Forensics

6. Secure Software Development

7. Application Development Security

8. Cloud Security

9. Identity and Access Management (IAM)

10. Cryptography

11. IoT Security

12. Blockchain Security

13. Security Analytics and SIEM

14. Artificial Intelligence (AI)



Job roles in cybersecurity

➢ Security Analyst

➢ Security Engineer

➢ Security Architect 

➢ Ethical Hacker/Penetration Tester

➢ Security Consultant 

➢ Incident Response Specialist 

➢ Digital Forensics Analyst

➢ Threat Intelligence Analyst

➢ Malware Analyst/Reverse Engineer

➢ Security Operations Center (SOC) Analyst

➢ Information Security Manager

➢ Cloud Security Specialist

➢ Network Security Administrator

➢ Application Security Specialist

➢ Cybersecurity Risk Analyst

➢ Security Administrator/Database Administrator

➢ Identity and Access Management (IAM) Specialist

➢ Chief Information Security Officer (CISO)



Cybersecurity Skills Gap 

• It refers to the problem that Europe and the rest of the world is lacking people with 
strong cybersecurity skills. 

• The problem revolves around 2 equally important and troubling issues:

➢ Not only are there not enough people with experience in implementing 
cybersecurity in the real world.

➢ There aren’t enough people with an adequate knowledge of cybersecurity 
techniques.

• In 2023, a 3,4 million shortage of cybersecurity 
professionals is estimated.  

• This  number seems to be increasing every 
year



Cybersecurity Skills Gap

• It exists because of several factors including but not limited to the following:

1. Rapidly evolving threat landscape 

2. Increased reliance on technology

3. Lack of qualified professionals

4. Education and training gaps

5. Competition with cybercriminals

6. Diversity and inclusion

7. Limited awareness and interest

8. Difficulty in recruiting and retaining talent

• The problem has worsened instead of getting better even though several bodies have 
published possible ways to mitigate the matter.



Cybersecurity Skills Gap

Reports published in 2022:

• 60% of organizations experienced difficulties retaining qualified cybersecurity 
professionals.

• 63% has unfilled (open) cybersecurity positions.

• 55% reported that less than 50% of cybersecurity applicants are well qualified

• 43% expects an increase in cyberattacks every year.

• 42% reported that their cybersecurity is appropriately funded, 39% that its 
somewhat underfunded and 15% that its significantly underfunded.

• 43% of organizations that have a cybersecurity shortage, reported that the biggest 
causes for their shortage is that they can’t find enough qualified talent,



Cybersecurity Skills Gap

• There is also a difficulty of retaining 
cybersecurity professionals

• 84% of security professionals report 
feelings of burnout.



Solving the Cybersecurity Skills Gap Problem

• The cybersecurity skills gap is a complex and hard problem to solve and as such, 
addressing it requires a multi-faceted approach. 

• Below are some steps that should be followed by both the public and private 
sector in order to at least mitigate the problem:

1. Encouraging education and training

2. Upskilling and reskilling

3. Industry collaboration

4. Diversity and inclusion efforts

5. Continuous learning

6. Public awareness campaigns

7. Cybersecurity automation and AI



The Use of Artificial Intelligence in Cybersecurity

AI and Machine Learning can help to keep abreast with cybercriminals, automate threat detection, 

and respond more effectively than conventional software-driven or manual techniques. 

➢ Three out of four executives say that AI allows an 

organization to respond faster to breaches.

➢ 69% of organizations think AI is necessary to 

respond to cyberattacks.

➢ Three in five firms say that using AI improves the 

accuracy and efficiency of cyber analysts.





Adversarial Artificial Intelligence 



University of Piraeus

Systems Security Laboratory (SSL)
Department of Digital Systems

We have joined forces to address this 
Cybersecurity skills gap for Greece in 

quantity and quality 





A few words about us … 

• University of Piraeus, Greece

• School of Information and Communication Technologies

• Department of Digital Systems 

• System Security Laboratory founded in 2008

• Research, Development & Education 

• systems security, network security 

•  computer security, forensics

• risk analysis & management 

• MSc course on  “Digital Systems Security” since 2009  
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http://www.ds.unipi.gr/
http://ssl.ds.unipi.gr/
http://temsec.ds.unipi.gr/en/category/digital-systems-security/


Before R&D !
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What we do for 
education

• Undergraduate studies ….

• Security Policies and Security Management

• Information Systems Security

• Network Security

• Cryptography

• Mobile, wireless network security 

• Privacy enhancing technologies

• Bachelor Thesis 

• Internet Privacy 
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Areas of Expertise 

• Cyber Security Training 

• Security analytics, AI security, Adversarial AI 

• Cyber Insurance 

• Smart Grid and IoT security 

• Identity Access Management – IAM 

• Trust Management 

• Mobile – Wireless networks 

• Network security 

• Computer Security & Privacy 

• Security evaluations, penetration testing & risk analysis – management 
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R&D in numbers  

• Participate in 15 R&D projects

• 3 National (Greek) Project

• 12 European Projects 

• We act as Coordinators in 4 Projects 

• 3 Marie Curie Projects 

• In 11 the Systems Security Lab is a 
project partner 

• While for 4 projects, SSL collaborates 
with other Labs of University of Piraeus     
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Ημερομηνία 32NS

Academic Email

SSL E-mails

When you enroll in the Master of Science program, you'll receive an academic 

email address with the extension @ssl-unipi.gr. We will share these email 

account details with you through the personal email address you provided during 

enrollment

● Use these email addresses when signing up for our platforms.

● You will receive notifications and announcements related to the classes 

through these emails. 

● Benefit of unlimited Google Drive storage space.



Thank you
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